
LANDI Connect MDM
Manage all your devices and apps from one centralized platform with ease. Safeguard sensi-
tive data, maintain operational integrity, and gain control over your platform costs.

A multi-tenant deployment on Amazon Web Services,hosted and operated by LANDI Global, cost-efficient with quick 
onboarding for organizations of all sizes from any industry.

LC Cloud

A private deployment either on AWS under your account or on physical servers in your business location, operated by your 
company with full control.

LC Enterprise

Device Management
Effortlessly monitor your devices and update your devices in 
bulk with the latest apps, OS releases, and parameter settings.

App Distribution
Curate your own collection of apps and seamlessly distribute 
them to your devices. Gain access to high-quality apps certified 
and supported by our partners.

Remote Assistance
Technicians can diagnose and resolve issues in real-time by 
remotely accessing terminals, reducing downtime and 
minimizing impact on productivity.

Secure Architecture
Our dedication to securty extends across our terminals, apps, 
platform, and SDK, ensuring protection for user data, compli-
ance with legal regulations.



LANDI CONNECT MDM DATA SHEET
The data sheet below is based on LC Cloud 3.4 and LC Enterprise 3.3.

This document is not binding and the specifications above can be modified without prior consent.
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• Support devices with different OS: Android, Embedded Linux, Windows, RTOS
• Support both payment devices and non-payment devices
• Support non-LANDI Android devices1

• Same user account for multiple organizations
• Web API for third-party integration
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• Inspect device information including software and hardware specifications
• Inspect battery, network type, memory, storage and CPU usage
• Inspect installed apps
• Inspect historical data including update log, online log, etc.
• Display device location in map with address and positioning details
• Define geofences and get alerts if the devices are outside
• Inspect out-of-fence device location history

• Claim device ownership
• Transfer device ownership to partners
• Delegate the management of a subset of devices to sub-accounts or partners

• Update EMV kernels on the devices3

• Edit app parameters online and push to devices3

• Reusable app parameter templates3

• Inspect details of installed payment apps, including kernels and parameters3

• Online app signing3

• Shutdown/restart device
• Send message with text and image to devices3

• Remote desktop: view and interact with Android device desktop
• Lock/unlock device
• Reset device
• Retrieve device logs for troubleshooting
• Remote ADB: debug devices remotely
• Transfer files to/from device
• Clear screen password
• Remote control device via PC app3

• Manage users and define roles with customizable permissions
• Manage sub-accounts and apply App Center options
• Manage partnerships with other users on the platform
• Add a partner who does not have partner account7

• Manage Android, Linux and soundbox apps
• Greyscale deployment for Android app
• Private App Center with configurable banner and recommended apps
• Access to the apps listed in the Public App Center
• App installation & uninstallation
• Disablement of Unknown Installation Source
• App blocklist & allowlist
• App anti-uninstallation
• Submit Android apps to Public App Center2

• Share Android apps privately with partners2

• System firmware upgrade
• Kiosk mode with optional access to settings like Wi-Fi
• App auto-launching
• Multi-app Kiosk mode
• Default input method
• Custom wallpaper
• Custom boot animation
• Device USB debug protection
• Google setting and Google Play switch
• GPS setting
• Display settings (density and resolution) 6

• Speaker volume
• Scanner setting
• Language & time zone3

• APN 
• Screen timeout3

• Super permissions3

• Custom launcher3

1. Android SDK available for building custom agent apps to connect Non-LANDI devices.                                           2. Features available exclusively for solution partners.
3. Features planned for upcoming releases.                                                                                                                              4. Features dependent on device models.
5. Features require customers to subscribe to third-party services at their own cost.                                                       6.Features available only to partners who specifically requested. 
7. Features available only to authorized LANDI hardware distributors.


